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ﬁrgﬁ_ﬂutomatlon Def

Substation Automation is an integrated system that enables an electric
utility to monitor, control and coordinate substation primary apparatus

from remote location in real time.
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_Substation Automation
Functions

Data (analog & digital) Monitoring Function
[ « Switch Control Function
— Switch Close/open operation from MCC, Station HMI, and BCU
— Select-before-execute
— Control interlock
— Run time command cancellation
« Transformer Tap Changer Control
o Alarm Generation Function
* Printing and Log Report Function
» Self Supervision Function (watch dog feature)
« Substation Protection Systems through BPUs
o System Configuration
« System Security
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-J’ - Conventional Substation with
= Control & Relay Panels

A Bunch of Hard
Control-Wires

Control Room
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‘ub%tatlon Automation using IEDs
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Automated Substation

Ethernet Wire

Control Room

Key Benefits
Reduction in the size of panels and control room
Reduction in hard control wirings
Efficient system operation using computer aided control decision
Reduction in O & M costs
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cal Substation Automation System

To / From Master

1. Main Backup Control Centre
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I'Substation Automation System
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ata Communication Protocol

- Key Element for Substation Automation

- Protocol required to interpret the data at both ends of
communication system in same way

- Conventional Protocol — Tag + Data
(Tag mapping table required for system integration)

- IEC61850 Protocol — Context + Data
(Context is defined in the IEC61850 Standard.)
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:_ ;t%ﬂr ation & Interoperability
(IED Config.)

- Importing ICD File from IEDs

- |IED configuration as per requirement using
IED Configuration Tools

- Exporting CID File to IEDs

- Importing CID File from IEDs
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SCADA system is configured using SCD file

SCD consists of

- Substation section
- Communication sec
- IED section

- Data def section

Document Class : H3
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- IED vendor has to provide IED, ICD file and configuration tool

- System integrator has to provide automated substation
and corresponding SCD file
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61850 Based Data Modeling

/ logical device (Bay)
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- éategory of Logical Nodes

13 different groups

Document Class : H3

‘Logical Node Groups Group Designator | pescription
System Logical Node L System specific information
Protection Function P Modelling of Protection function
Protection Related Function R LNs used for Protection function
Supervisory Control C Control functions
Generic References G Non predefined Generic functions
Interfacing and Archiving I Human Machine Interface
Automatic Control A Automatic Process Control
Metering and Measurement M Measurements of CTs and VTs etc.
Switchgear X LNs for Circuit Breakers
Instrument Transformer T Sampled values of CT and VT
Power Transformer Y LNs for Power transformer
Further Power System Z For auxiliary networks and batteries etc.
Sensors S Sensors for density, pressures etc.

. . — IEI Crompton
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Ifogical Node Classes: 90

Logical Node Groups Group Designator Number of
|' > Logical Node
| classes
System Logical Node L 2
Protection Function P 27
Protection Related Function R 10
Supervisory Control C 5
Generic References G 3
Interfacing and Archiving I 4
Automatic Control A 4
Metering and Measurement M 8
Switchgear X 2
Instrument Transformer T 2
Power Transformer Y 4
Further Power System Z 15
Sensors S 4
: @Crnmptnn
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Data Classes: 355

- v Categories of Data Classes

Number of
Data Classes

Description

System Information 13 Information related to
communication itself
Physical Device Information 11 Information related to IED
Measurands 66 List of Electrical units
Metered Values 14 Numerical Value of
Electrical units
Controllable Data 36 Data which are changed by
control commands
Status Information 85 Status of the process
Settings 130 Settings prior to function

occurrence
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{ XCBR
 [Information under a Logical [~ e
_ Jibal S
Node can be put In maximum e bmaton
five categories:. | CBODCaP
1. Common Logical Node Information i ey Status
_ axOpCap
2. Status Information | SUMSWARS Substitution
3. Settings
......... POS
4, Measured Values | BIkOpnN Controls
......... BIkClS
5. Controls | ChaMotEna
@Crnmptnn
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operTim
orgin
ctiNum

contral

t status

substitution

pulseConfig
ctiMaodel

shoTimeout

ztlﬂﬂaSS configuration,
description,

and extension

= Mode
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EC61850 Based Data References

/T

/
Reference
/j

DA Reference

XCBR1.Pos

» ¥CBR1.Pos.ctival

XCBR1.Pos.oparTim
XCBR1.Pos.ongin
¥CBR1.Pos.ctMum
¥CBR1.Pos.stVal
XCBR1.Pos.q
XCBR1.Pos.t
XCBR1.Pos.stSeld
¥CBR1.Pos.subEna
¥CBR1.Pos.subVal
XCBR1.Pos.subQ
¥CBR1.Pos.subID
XCBR1.Pos.pulseConfig
¥CBR1.Pos.ctiModsl
XCBR1.Pos.sboTimeout
¥CBR1.Pos.sboClass
¥CBR1.Pos.d
¥CBR1.Pos.datalMs
¥CBR1.Pos.cdcNs
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Accessing Data
hink Window Explorer

s.l‘ ey |

Logical Node ED1
EX: IEDlXCBRl ................... PTOC Time Over Current
................... XSWI Switch Gear
................... CSWI Control
................... RREC Auto re closer
------------------- MMXU Measurement Unit
................... XCBR Circuit Breaker
_ @Crnmptnn
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A Accessing Data
hink Window Explorer

IED1
{ » Accessing Data p—
from Logical Node XCBR
Ex: IED1.XCBR1.Pos .................... opcnt
‘ .................... POWCap
..................... BIkOpn
..................... Health
..................... Name
..................... POS
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Data Attributes

Accessed from Logical

IED1.XCBR1.Pos.stval

Node
10/13/2008
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IED1

XCBR

- AcCessing Data
hink Window Explorer
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Control value “ctval”
Operate time

Substit.value

Originator Control

Coritrol Number

Status Value “stval”

Quality Status

Time Stamp

Substit.enable o
Substitution

Pulse Configuration
Control Model
SBO timeout
SBO Class

Configuration,
Discription and
Extension
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ample of Data Embedding

Compatible LM class
[IEC E1850-7-4)

Composite Commmion
DATA zlass
[IEC £1850-7-3)

Simple Common
DATA class

/ II,- {IEC §1850-7-3)
MMXUT  MMXU -
PhV WYE J Common Datafitribute type
phsh  CMV [IEC £1850-7-3)
Compatible i e et
D= : f . YecorlPROlddal e compositeComponent
c . " umag . _AnalogueVaiue [IEC E1850-7-3)
ompatible S A B | s e
DATA class ! : .’.‘ -_--E';?‘E I-E.E.\ i
fIEC £1850-7-4) .-"I . CompositeComponent
f I". [IEC £1850-7-3)
DATA class S— ! —
(IEC &18:30-7-3) \ PrimitiveComponent
[ [IEC £1850-7-3)

DataAttribute ————

DataAtiributeComponent

MMEL1 PRy
MMEL1 PRV [MX]
MMXLU1 PRV PhsA
MMXL1 PRV _PhsA.cVal
MMXLU1 PRV PhsA.cVal [MX]
MMXLU1 PRV PhsA.cValmag
MMXLU1 PRV PhsA.cValmag f
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—— BasicType [IEC §1850-7-2)

CataRef

bX functicnally consirained Data (FCO)
CataRef

CataAtirRef

WX functionally consirained DataAiribute (FCDA)
CAComponentRef
CAComponentRef
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Classes: |EC 61850-7-4

IEC 61850-7-3 _w

ACSI: IEC 61850-7-2

—

Presentation

Session

Transport

Network

Data Link

Physical
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. IEC61850 Based Data
Communication Stacks

Station Bus
[EC 6] 850-5-1
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-~ Data Exchange Between
\ SCADA Computer and IEDs
m®

i

Data on request IEC61850
: Client
Data by exception T + T
IEC61850 IEC61850 IEC61850
Server Server Server
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substitution

configuration,
description,
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Cuput model

put and Output of IEDs

various control ser'u'mes

< Control response q
GOOSE / GSSE EET-

e e e o e — — o — — —— —

Online Management

{::[]nline Selfdescription

< Reporting/Logging

< various services

—— ———— — — —
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{i GOOSE | SMV
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Input madel
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“Output Model

XCBR . Pos ctival

Cheack
ot tions

I
!
XCBR Mod [ i
el XCBR Loc XCBR Beh |
{hocal ! remote) , , ) :
{for complete LD) ! P ! i Set control attributes }Cnntrnl | oFF value |
' 1 ]
! [ eockeD, [ | 1w c (]
| : e Sarvics attrib. ‘I'*.T"'_ )
0 ! T 2 Tm Signal - _ || | Output (Signal)
! ! 1 Lo equest Cendificning t0 procecs
kzcal 1 ooy 1 1 i
Srrnd |l 1 4l L al Service test - >
service HEEcaay -t £ " Request blockes |
I'EqUE-'Et memate remate oM, TEST 11 .
LY State Machine
' ™ test
M blocked - .
©) 5 < ControliSetpoint resp. | [status | @mmsmmmmann= Input (Signal)
from process
<[:ummand termination | -]
u
@ | “XCBR.Pos.stVal

Step-1 Step-2
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Mechanism

Reporting BufTim DataSetRef ==--._|
BRCM IntgPd
RptEna TrgOps (dehg. .
DiscBuf Buffer °'d- durd, integriy, gi)
Buftered Reportf| 10T+ report
| formatting [
<Llnbuff. Report = ;
TrgOps (dchg, qehg,
URCHName IntgPd dupd, integrity. g}
RptEna DataSeiRef--= ==

e
formatting
Entry |

fy
b1
LY
L
&

Grouped by

50 Based Reporting & Logging

internal events

Insiantanequs
measunad
value

Diata
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- _ _
Based Reporting Mechanism

sfval changed produces Data set member
internal event shall be reported stval changed
o~ Data set
s T P/ 2| MyLD/LLNO.T ‘/ membar
f (| iconcamipma N, E{ |MSREMEES | |t
2 . -1 054 - ER1.El
® | |-MyLD/XCBR1Pos.t - E T, reperted
BE - MyLD/XCBR1.Pos.orign Sy
£~ 4 | -MyLDIKCBR1.Pos.cthlum =
= % | |- MyLD/XCBR1 Pos.stSeid B g
Es - MyLD/XCBR 1.BkOpn.stval o
oo - MyLD/ZXCBR1.8lkCpn.g
. | - MyLD/IXCBR1.BlkOpn.t Report
darSetRef-MyL DVLLNO. TestRp:2
HEFH]IT MyLD/XCBR1.Pos stVal + value |1

Myl CER1.Pos.q + value
Myl CER1.Pos.t + value
Myl CER1.Pos.orgin + value
MyLDX CER1.Pos.cliiMum + valus
MyLD/XCER1.Pos.stSeld + value |

darSerRef=MyLDVLLND. TestRpri
MyLDiX.CBR1.Pos.stal + valus

MOTE All data attributes are functionally constrained by FC=5T. L
[ G lCrom pton
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-Sekver Transaction for Reporting
Mechanism

client server

configure buffered RCB

. . * zstablish and
inttiate subscription enable buffered RCE
p| 2nable subscription
¥ - | report values
wait for reports, ! manitor values of
receive reports : | meamkbers of data set
|
[
[ i
| association lost p| Continue monitor
! ' ' values of members of
I data set and buffar
: values h"‘“*--.%
: associalion available ,‘_",-'
> | continus reporting
- -ir (buffered and new)
seguence-of-avenis (SoE)
»
_ ] disable buffered HCE ] _
disable subscription * disable subscription
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=tval changed - Diata set
member

MyLDVLLNO. Ty

~

- MyLDIXCBR1. "
- MyLD/XCER1.BIkOpn %\ ~~.*,

/ shall be

reparted

2 individual
data s members

ting Data Sequence

Report
MyLOVXCBR1 Pos.siVal
MyLOVXCBR1_Pos.origin

MyLOVXCBR1_Pos.ciium
MyLOVXCBR1_Pos stSeld

darSetRef=WyLIVLLNO. TestRpr2
+vaus
MyLOVXCBR1 Pos.q + value
MyLOWXCER1.Post + value

+ yalus

+ waipe

+ Wae

1

86 character

inclusion-
bitsiring

e
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Mechanism

*, . -
‘ client configurs Log CB EEI"'I-"'E!I’
initiate logging of a enable Log CB .| Establish and
single Log CB association closed enable a Log CB
-
T logentry |~ [ | (Datal
query log entries /Ad LLE + set |

| |

| /‘ LCE (o] 222

association cpensd ‘ ‘_['Data"'
> | AA{LCB[ ot |
.

query log by entrytime

» . ListOfLogEntnes -
4 !
- LOG
¥ eaquence-orevents (SE)
disable a Log CB deabic Log CB »| disable a Log CB
[ G lCrom pton
reated By : Dr. R. P. Gupta ept : AV l |Greaves

Document Class : H3 EVERYDAY SOLUTIONS



Physical Device ACS| Services Physical Device
ACSI Server
ACSI Client
i data
i data
|| Application
Physical Device
Multicast GSE messages or I ACSI Server
ipeer-to-peer) sampled measured
values | Data |=—— 1O data
Time critical /‘ S 1
communication Application
o
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IEEE Working Groups are focusing on ...

Cyber Security of IEDs and SCADA System

Common Data Format for IED configuration

Common Data Format for events and logs

Plug & Play Supported Open Hardware for IEDs
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.onclusions

- IEC61850 provides full interoperability feature

- 3rd party IED can be easily integrated into the existing
substation using ICD and CID files
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Thanks ...
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